
21-470 Cryptography SUAMI 2016
Syllabus

Welcome to Cryptography! In this syllabus you will find basic information you
need to navigate the course, a description of what we will be studying this semester,
and advice intended to help you succeed in the course and make the class time enjoy-
able and productive. Please read this document carefully and save it as a reference.
Don’t worry if some of the mathematical terminology is new to you, we will be start-
ing our study of Cryptography from scratch and will define all new concepts as they
arise.
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1 Basic Information

Instructor Information
Instructor David Offner
Email doffner@gmail.com
Office Hours MTWRF 3-4 and by appointment, Wean 6128

TA Daniel Rodriguez
Email drod@cmu.edu
Office Hours MWF 12:20-1:30, TR 4-5, Wean 7122

Course Information
Time and Location MTWRF 1:30-3, Wean 7218
Course Website davidoffner.wordpress.com/teaching/cryptography-suami-2016/
Textbook An Introduction to Mathematical Cryptography 1st ed.,

by Hoffstein, Pipher, and Silverman

Course website: Course materials such as this syllabus, assignments, tests, and
supplementary resources will be archived at the course website.

Graded homework: There will be graded homework collected twice per week where
you will hand in carefully written solutions to selected problems. Part of your grade
will be determined by oral presentation of these problems to the course TA. Late
assignments will not be accepted. Discussion of the assignments with anyone and ev-
eryone is encouraged, but all submitted work must be written independently.
In particular, you are not permitted to see the actual pages that another student is
submitting. If you collaborate or use any resources besides those provided
in class, you must cite them in your work.

Tests We will have a midterm, tentatively scheduled for Friday, June 24. There will
be a cumulative final exam at the end of the course.

Grades: Your grade will be based on 40% homework, 30% midterm, and 30% final
exam.

Academic integrity: Academic integrity policies will be strictly enforced consistent
with the policies found in the Carnegie Mellon Undergraduate Catalog.

Accessibility Statement: Any student requiring special accommodation will be
accommodated consistent with the policies of CMU.

Class Participation: Texting, checking your email, reading material unrelated to
the course, and participating in other diversions from class are considered disrespectful
to the instructor and your classmates. Please turn off all electronic devices during
class and be prepared to actively participate in all discussions.

2 Description of the course

For as long as we have written records, people have sought the ability to communicate
encrypted messages–messages encoded so that if they are intercepted by an adversary
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who does not have a decryption key they can not be understood.

The course will begin with an examination of simple substitution ciphers, which are
built on modular arithmetic and were used for thousands of years. These ciphers are
historically important, but ineffective when confronted with modern code-breaking
techniques. The heart of the course will be the development of Public Key cryptogra-
phy (for example the Diffie-Hellman key exchange and RSA cryptosystem), which is
the method that enables secure government, commercial and military communication
today, even among strangers. The mathematical basis for Public Key Cryptography
comes from combinatorics, number theory, and computational complexity. Depending
on time and student interest, we may also pursue such topics as

• Implementation of and known attacks on modern cryptosystems

• Elliptic Curve cryptography and Lattice-based Cryptography

• Digital Signature Schemes
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